_ L 2 El /\/-l»
\1‘_—.§va s

Aod Dok FRINEIRFFE ) oA o BDE S SR Le |
gq%,ﬁ; PR ARRA L SR T b AR
Bde/# 00 p 3y 2 2025/04/28 ~2025/05/31

R AR AP I G LR B RN ERRT T il e

RN FERERENNETESE L E * 2 & F 4% https://www. water. gov. tw/ e
FHAIERERNFERD AT EG & fReR g o

o O o =

=~ FE R

Y P

AP TR https://www. water. gov. tw/

O 14RO T pEER ik https://w3. water. gov. tw/CRIMS/

AP HIY L kA https://web. water. gov. tw/ptc/

Ao @ g KR ks https://web. water. gov. tw/wq/
AP AT AL https://w3. water. gov. tw/hrweb/
AP RIF RA https://w3. water. gov. tw/gis/
o @ 1910 % PR3 https://web. water. gov. tw/1910/
APkt e F e https://web. water. gov. tw/cmmsc/
AP EKTRT L kAL https://w3. water. gov. tw/info0lapp/

https://w3. water. gov. tw/infol02app/
https://w3. water. gov. tw/infol03app/
https://w3. water. gov. tw/info04app/
https://w3. water. gov. tw/info0bapp/
https://w3. water. gov. tw/info0bapp/
https://w3. water. gov. tw/info07app/
https://w3. water. gov. tw/info08app/
https://w3. water. gov. tw/info09app/
https://w3. water. gov. tw/infolO0app/
https://w3. water. gov. tw/infol lapp/
https://w3. water. gov. tw/infol2app/
https://w3. water. gov. tw/infol 3app/

Z S~ IEAR


https://www.water.gov.tw/

J~q

L mikk e kA3 BT F 1 wica@mail.water.gov.tw
2.7 RN TRIFAP v REIRBAFRELFEBINE(- REAFH2B P EgB I =)
BRI R0 B AN KT I 8 AR R

AR

WARGe g TR F L (WE AR RAFIEAZE 1OMB, 3 Bl R & 4))
% LN BT T RERE

IP = pt (Gp#e 73 fI4F§ ~ @& * 7 [P Address)

17 Bl 4kt (Target)

FE A 1% 7% (PoC) e m

PECRES=

—

O W

Bl b B TR
L st R 2 4FY REPFFEF T2 [P zn-

2. 3 R B B P (bldo: R hl il B & S0 0 R Bk A PR D R (b
W o Ew o B HREG ) PR ARG T RE S LMD P L BRSO
re zv :a‘_lﬁ,i%/h‘? S FR 0 AR AR Y RGP TR R D TEM G S R
B M ERE AT AR R JE o

3. MEBHAFHEFL AT EIINEFTZ > A RPOPREIRBEIFESFT AT ¢
HRHEER TR aZEFE o

4. %%, ‘ﬁvﬁﬂf’““rp ARz BF P E RGP EATREALB A TR 5% F8E > 4o
B OF THERRE ) - ToT s ~ TR REER ) SAMZERN 7 ’%fﬁ.,ti.'r%
BE A EFE S HR AL P T R - A R B AN AR TR
% 7 EE)

T AT AR iiﬁ%ﬁ%®°

(1). %35 * &% % (Physical access to a user' s device)
(2).&"417& (Somal engineering)

(3). ¢ B A sz# (MITM attacks)

(4).DDoS / Fuzzing / High-Bandwidth sz#


mailto:wica@mail.water.gov.tw

v & AP B LP
LZEF AARAA S SRS Y FARAL > LI FRB LR FTRELSFETH

2. & A kB E e R

_CJO

FHEA 0 Pri- ¢ E-mail(wica@mail.water. gov. tw)# < B4 1 7 EF 4 o

4 BPEEFTLR 20 35t FREF TR RAEFREARY BE T MBAEF T B R
ﬁ%ﬁ%ﬁﬁﬁ’¥ﬁ"”F?ﬂﬁk%%’Wﬁﬁﬁﬁﬁﬁﬁﬁﬁj’ﬁﬂﬁﬁﬁi“ﬁ
E L B WY RS A W | S 1§§EE$F”.*5;}§|P\,:-—"Z’§1 iAo FHEEP R R
BBk e

b. i ATEFLE AT > WHE L 1,001 ~(g) FRI» BAKETEY R FEEE L
NT$20, 001( % )2 ¢ F"*‘ v REI0E10% AiF fmo

6. E &£ AE B~ 3 3*’?5‘25 RERR (Pt 50 3R R -1 EE -

7w AR AAREALG T RE LR P EBARTROBF > GRELETAMERETE D

RY3E o
8. BB AR A g~ FEEIER 2 WP &F ¢

B AR & & 28 & (NTD) kR %K;’bp %@fﬂ]
[FE] 10,000 =~ Efmd Ao @ 10 I HH T B~ Super user 1
SR PR CARIE PN WP S I NE L S 3‘: "1

poe (ia‘ bR Fx B Bh 2
10.X.X.X #p)2 =5 ¥
PSR

3 st zm&#i:'z Gt» A7 P\ B

(%] 5,000 = BN U S e
SR PR TEHEHR R S AR
2 EZRsc#FE e ATH - LV H AT

[®] 2,000 ~ WA FEEREPN A2 10 SR I
R Bk AT A E @* T
xRt ®EEFL o REFE TR



mailto:water_bugbounty@mail.water.gov.tw

[ <) SNV WARIFEERFEFPN o FALP
10 F s FRER
#“ & OWASP Top 10 (2017 -
2021) ~ OWASP Mobile Top 10
(2014 ~ 2016 ~ 2024) 2 & iF ©
TR SRR f g S E e T

vy

& 2R L ha

e SrifE it

BRI

His Bk

AP FRINREB RS L AFE- 545 0 wica@mail. water. gov. tw



mailto:wica@mail.water.gov.tw

